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R SRR JE 55 I G AE DL S FHBAE e
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o & ESET Syslnspector H & fif i [0
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YAl ¥ 4% (CD/DVD/USBY...) # N iHEALIESET Endpoint Antivirus xf Hik47T H3h#3#.
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 IRAAEREFRRIEIR - kh)a, 7RI ()4 N\ TR S RE AL I s AT AR TR O R A

UEANIESET Endpoint Antivirus B A s M Zhae, FRVFEONETE THEHL L RSB I 5E X
TR o £ 28 P 70 R 4R s 4% 12 ) 1) BE 2 PRARAE 2.

ESET Endpoint Antivirus 7.2 XEFRA
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ARG FCRR P, AR AT SR I BT SN S e T 7 R -
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o EENREIH - AT AR TR BN VA 10 T S LT
« B RERES - T AZEEREET .
ESET Endpoint Antivirus 7.1 XL FRiRA

LY A B SRR E, TR E (F5) > M52 > BERMaH > Wi
&[]

WA TSR BRI - R TR s) i 8% (CD/DVD/USB) i A\ ZI i SEHLIN 534
ATIBRNERAE o RFRAERE I B Bk A4 A THSALIS PR e 75 450 «

o AN - CBARATEMERNE, IR BT BFT R A .
« BEIREARH - KT CIEN RS B O THE LI
s BAEMIER - TSI E .

R BB

ISR U AL AR “ TR R B OB, W SRR R B .

B “REEBES” B CEWERRB B, ER RO DR
1. #% F5 SELLS MmO E, W5 RITERAE B 7.

2. PR EERINRS LB EIHENE T, BUEE D EFEITTEN () MER
BTN (BB 55U R IEHE.

Select which interactive alert will be displayed

Mame Ask user Action applied when not displayed
B Removable media

Bl Network protection

B Web browser alerts

B Computer
Restart computer (required) MNone
2

Restart computer (recommended) . MNone

KN BT
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3. Pl sE O B RAAE PN B 1
4. BARCREAS B on AR s TR L

5. (Arik) ZAEH ESET Endpoint Antivirus 2725 & AN HFEFARES, TEELN AL 7R
AW L RO L REER B ST AR E RS TR L G

Selected application statuses will be displayed ?
Mame Show

Device control is not fully functicnal b

Device control is paused b
B GENERAL

Computer restart recommended

Computer restart required

ESET LiveGrid® is disabled

ESET LiveGrid® is not accessible
Policy override active
Presentation mode is enabled

Settings password has to be updated

AR RN YR LS

Windows updates available

BNEFHE 3

A A R TN TR 37 OB, AT LRI BoR i E R
FAEM CREEBAS” B SR ER R i, FIRI LR D R
1. #% F5 BT R E, A5 RITERAE BT .

2. B EERINR S UK M. EVHEHLIE T, BUEE P EFETTEN (BE) MEH
R BITHENL (B0 554 K Z AL
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Select which interactive alert will be displayed ?

Mame Ask user Action applied when not displayed

B Removable media
Bl Network protection
B Web browser alerts
B Computer

Restart computer (required) MNone N

Restart computer (recommended) MNone N I

3. e oK B R AE TN TR & A
4. Tt A s e i s SR

5. (Afik) ZAEH ESET Endpoint Antivirus /27 & K A AN R FPARES, I ER R IR
A LR B B EES RS R AR ES R ST RN L S,

Selected application statuses will be displayed ?

Marne Show
Device control is not fully functicnal b
Device control is paused hd

B GENERAL

Computer restart recommended

Computer restart required

ESET LiveGrid® is disabled

ESET LiveGrid® is not accessible
Pelicy override active
Presentation mode is enabled

Settings password has to be updated

LR R AR E R EY gAY

Windows updates available
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WEEH - JFEEHEF R, DI & A B 4o .
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(€) {#H ESET Endpoint Antivirus 518
s v (@) sSmETERN

[=Eygs
AT LA
wEVHSE
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Hi ESET BV RN R IR, & OBk &2 i R B o K TR

& ESET Endpoint Antivirus
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ENDPOINT ANTIVIRUS

) BFES € XT ?
Q, et
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EH

S v L AR 73 RGBS R A SO VR B ) SR G B A . 1 R TSR LA 22 For 5K
RS S, RIEAME R B i B E CRCE ST CRZB0A B EEC B XCAOD
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2Rt ESET #E12 (4n ekrn) [N AR it et . R AR B, R AR — M Fefif . X
REfE 1 BT R N RIS 2 % Fh ESET Endpoint Antivirus i #i.

R RT S5 1 T R, IR = iy —
o PR AT A LTI RE .
o B (BRIA) - iRl R B RN AR i AN IR R e NV B B AR . DRRELH

AR A RN A, B2, B SIEEANR, 2 i n] e eiE R 2 A2 il
IR IEAE IS AT 2 i HLAE 2B AT R

169


https://help.eset.com/getHelp?product=glossary&lang=zh-CN&topic=packer
https://help.eset.com/getHelp?product=glossary&lang=zh-CN&topic=unsafe_application
https://help.eset.com/getHelp?product=glossary&lang=zh-CN&topic=unsafe_application

o BB - HNAREF RAMFIEFHE R RENAITE NS . ERNNAARAE TR S eI
S WAFHAE I IEAE IS AT HERE IO R .

BArE I - 755 BUYIRRR 2 B 6 1 H =%
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BRAXEBEFREZEEIRFT - ORI R R AR TE F, DUES WA R R e R

BHAZEZRHEEZIEFE - id3k ESET WSS (ekrn) FoR A FTA FAE,  DAMES BFnfg ok i i
GEHTHA 7.2 REERA) .

BRAWTRSEHZILR - idat ESET #uG 1 ESET Business Account I 55 #% Z I8 () BT 72 i il
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JBRAFREE - 10k IrA R BT RN 512 Wi A A7 s ) 4

R RAMZBIF R H ERF - KA PCAP 4% Sic s I A i By s f i 1) R 26 2, A 75 BT
RN GAZ W AME R 5 5 Kha AT S ]

BRBERGREZHELRR - BIEERASBERGNIMER, tLInIEEE T i #EREOCPU 35 3)
AR X LB RN 2 W B R 58 R 48 Lia1T) ESET 77 i A7 R I 1)

BRABBGTIEEE H EIRF - KA PCAP #:Uid S A il il 8 51 A28 s, M
RN B2 W2 25 B3O AT ORI 17l

B AR IR H BER - LRSI R P A AT F A, BLARVRS WM D AL

BRAXHERZGENPBFREAELR - CRAEXMFRGELN B R E FE, UiEES
TR ) AL

BRAEFGI B/ ELFK - xR AR S X BT RN RS e
55T 51 B A R TR

H&EXXHALE

C:\ProgramData\ESET\ESET Endpoint Antivirus\Diagnostics\
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AT

Al Ay 417 3 ) ESET Endpoint Antivirus R EEBi itk - F3h (FH“ecls" 4 ifd A
AL BN bat" [ JE 3 -

ESET fir AT 49t fE 7 FH ik

ecls [OPTIONS..] FILES..

WA QATIBAT PRI, Al BL N 281k

AL

[base-dir=3C 4% N I 1'% 52
/quar-dir="C 4% R ey “oCpRR”
/exclude=MASK AR WS TR SO
/subdir HIT 0 (BRI
/no-subdir SEE LSS
/max-subdir-level=25ji 4 1 ST (1) s R+ S0 R E 3
/symlink PREFFF S 8EHE: CBRUD
/no-symlink Bk I A 5 4

/ads 45 ADS[JERIA)

/no-ads ANH it ADS

/log-file= {4 Bah Fad g 3] “sepE”
/log-rewrite BEE S CGBRIN - B
/log-console K RidxkBEH G (BYO
/no-log-console AR Rl g B &
/log-all [F] I e SR 77 B S A
/no-log-all ek FE R BRI
/aind EoRTE AR N

/auto I B BhiE B A A Hu g B R 25
H#RE P iE

[files H S GERIAD

/no-files A/

/memory N A

/boots Hiinl FIX

/no-boots ARG 2 X CERIAD

Jarch Bk D ELE NI )

/no-arch AN R 4 S

/max-obj-size="K/ /N TAEE RN RTINSO GBRIAME 0 = JEFR#D
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/max-arch-level=2 ZEHFHEELAR GREEREAR P RIRK T EHEZEE

Gl

/scan-timeout=[R il 4 E 48 SCAFERT R (FP)

/max-arch-size= K/ Wi E4e SO SO THRE “RAN” CGBRIAE 0 = ERR#D , M
1K B A

/max-sfx-size="K/N WL B EE A A SN TR E “ RN JRZET CBRIME 0 = TEIR
DRI PRE S Eiiipr g a

/mail T IR CGERVO
/no-mail ANF B SO
/mailbox AR CERD
/no-mailbox ANFEHRFE
/sfx 4 B g =S CBRUD
/no-sfx AN B R S
/rtp FHe T CERIAD
/no-rtp AR
/unsafe G A 22 4 B R
/no-unsafe AR REA RIS HRET GERILD
/unwanted FARGTEAE A S 0G0 S FH R
/no-unwanted AR Z A PN AT CERIAD
/suspicious T EE M HET CGERYO
/no-suspicious AT BN R T
/pattern R E (BRI
/no-pattern AN v B
/heur Ja A kX (B0
/no-heur V=Y & =t
/adv-heur Ja A ga ka0
/no-adv-heur 2SN R KA/
lext-exclude=BA% AHfRAEE “PREA” WX/t (HE SR
T A S
/clean-mode=fz XIS HIT SAT G FR “B”

A LA I I AT fE A A -

e none (BRIN) - A& BEINFITIERR.

e standard - ecls.exe ¥ 23 H 275 Kk B R 45 8% G i) SCA5

e strict - ecls.exe ¥ 24X B shiE bk B B s s e i sk, HETRH 1
CLEM RS 2 /T, IBASWEIRR)

* rigorous - ecls.exe ¥EA ZEIE BRI GO T MIBR SO, Toie SO At

Ao

o delete - ecls.exe FAEANZAIE BRI DU N MHBR SCHE,  (E01 8 4 bl 5

B, W Windows F48 301

/quarantine BRGSO (B 2IERR) B EIRE X
R e 15 BRI AT IR
/no-quarantine AN 5 G P ST A 52 1) B B g X
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AL I

/help SN B IR
/version EIRRAE BB H

[preserve-time {17 - —ANj o) i Bk

B A

0
1
10
50

R ILES

KB IF CiFER
FEEESCAFTCIAA (Al e A2 )
RILBEH

100 %4 i%

BRI KT 100 R RIS, 1230l BEgkge.

ESET CMD

ZIREC R RS ecmd T2, BERTFEMEHG AT (ecmd.exe) FHAMSANEE. ZEIHACYIE,
WATPME A GUI S % B [JESET Endpoint Antivirus Bt B T LA S A . xml SO

JE A ESET CMD J&, A MR %7 H -

* & - BRI AEWEEHILTNE RN ERTFSMEMRBEARICE, XA AL
5 o
* REREEN - FEFMEA TN xml XHESALRE, B HEsEs GESH T
2 xml BEESCHE) o WL ABTBCE AT, ey o B R R g L. AR
VIR RE . BN xml BB RES, BASRARE.

ESET CMD JE 5, mlffHa447 5 Asl:H ESET Endpoint Antivirus it & . # PAFah#UT
AR, AT LA T 3 ST R AR

HEME RS ecmd 174, BHEELAEHERBRA T lisfrxsasd, sE i S
B EHHIBEATIT I Windows iy 2327857 (cmd)] 0], #&<U%%] Error executing
command HE. 4, FHEERN, His XU 7270 ESET CMD & AR,
S H A AR IEH TAE.

=2 ecmd i N BEEAHIEAT . H1F ecmd 4 A AEEL % P it 55 1B AT ar @8 ESET
PROTECT RHAT -

v

FHWE WS
ecmd /getcfg c:\config\settings.xml

FABE AL
ecmd /setcfg c:\config\settings.xml
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X . xml LB AR

1. F# XmlSignTool AJHAT M.

2. i VB E R B 4ia4T 7T Windows i 2427~ (cmd)[]
3. SHiF HITRAFA B

4. PATXS . xml BE ST A S, A

ZHE T ESET Endpoint Antivirus FIRRA . #FXRRAS 7 B3 S R4S fd A
0

5. XmlSignTool $27-%1 NP =201 B %0, BH . xml BB S C e 4, Al LU
F{# ] ESET CMD LA K Z #2877 S\ ESET Endpoint Antivirus (1) 55 —/~5241 .

X HH T B SR EAT 2 44 ) i 2

BN Administrator: CAWindows\system32\cmd.exe =l @

C:sEmlSignTool>xmlsigntool Aversion 1 c:“configssettings.xml
Enter Advanced Setup Password:

Re—enter Password:

C:nEmlSignTool>

IRV BB A, I HABE R AT IR EEE AN E, FFZE R %6
XPooxml BEESCH#ITES . RAIETES AN RIEHR L7 — 81817 ESET Endpoint
Antivirus fITHEAL T H IH A EC B SCHF, B a] {8 A& B SO

A ABWHEARBHE LT 5 H ESET CMDOR X & Rt SN ARSI E . fERER
E > APAE > rRRE TR E SN, PR R R T B

ecmd 4 FF

fif) ESET PROTECT %/ umfEss “lafrans” » wl LR MG ZEH 252 e thfg. X ame A
DB RIS E, #HE&@E%%E’JWEHEW AT B EE R R R O R RS . A
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A LEThRE, HIRE BAEMRLRK 7 Brhis T 1T,
BE LT 2RI i 51K

VA RGBT ecmd /setfeature onaccess pause  ecmd /setfeature onaccess enable

YA ecmd /setfeature document pause ecmd /setfeature document enable
WA il ecmd /setfeature devcontrol pause ecmd /setfeature devcontrol enable
TN ecmd /setfeature presentation pause ecmd /setfeature presentation enable
SR AR ecmd /setfeature antistealth pause ecmd /setfeature antistealth enable
INIDE ecmd /setfeature firewall pause ecmd /setfeature firewall enable

X 28 T < 57 4 ecmd /setfeature ids pause ecmd /setfeature ids enable

(IDS)

187 X 2% s 4 ecmd /setfeature botnet pause ecmd /setfeature botnet enable
Web 21l ecmd /setfeature webcontrol pause ecmd /setfeature webcontrol enable
Web 5 ] i ecmd /setfeature webaccess pause ecmd /setfeature webaccess enable
BT W34 % P w5 ecmd /setfeature email pause ecmd /setfeature email enable

i

B ecmd /setfeature antispam pause  ecmd /setfeature antispam enable
I 24 ) £ 77 3 ecmd /setfeature antiphishing pause ecmd /setfeature antiphishing enable

= RRS R

AUARERE (ERNGI%E > FREMAEHE > ZRREEHE > TRRSEAUT) PlcED W
WM B E . XL E AL N EIL T B RS T e il 48 -

o BERRYRE Y IEAEIZ AT
s HHALCHUE;
« HERH.

A5 FH AR RICIR S AT 9% LUR P B8 FH A (7] 90 2 PREDR R Ak 5 4%

SFANFHWE

A AN E SR S ANECS B e X1 ESET Endpoint Antivirus .xml fc & 1.

T E &4y ESET Endpoint Antivirus 4 ATECE LA H R, ECE XSS H ThaEE
SHERH. MTHBEAZANRG LEHEEERENHP, SHEERTUHERMER, K AT
HEH SN xml SO R AL X S 15

FAREFFEH, £ERPHE DT, KIKARGRE > BA/RERE, RAREERARE. W
ANBCE SR SR 4, B L AR AR R B AR 2 5 N C B S
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AES B E AN T E

R SarEi o PR A RE

A HEk o, DU AT PP BEE KR DN ESET & MBI B E.
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ORAFHC BB H 46

S S 2, 0 R BB R 7 A I AR A7
S TS R B B A
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ERMM - EFF RMM [ ESET #H4:

* ER\ ESET Endpoint Antivirus 3¢ & A2 T LL N H3x W Endpoint N o i S
ermm. exe[]

C:\Program Files\ESET\ESET Securitylermm.exe

o ermm.exe se—NMIAITEH T E, BEHBVE i A7 5 UL SR RMM #4815

« ernm.exe =15 RMM $fifF 8t , 36 1F & 5 8ERS] RMM k55 4310 RMM i 5525 AR it
TS . BRNE O NOESET RMM T H AN T-AEHPIRAS .

FAbFEIR

« ERMM 7417

* ERMM JSON iz 4713

o DA e FE W i AN FEESET Endpoint Antivirus

EHTH=7 RMM 77 %H) ESET Direct Endpoint
Management &

RMM JIz 5% 2875 58 —J7 ik 5548 EAE ARG 1817 . ARTEA(E R, 62 R LUK ESET Direct Endpoint
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Management BcHLH 7 457 -

e &H T ConnectWise Automate [¥JESET Direct Endpoint Management #fif4:

o i& T DattoRMM [} ESET Direct Endpoint Management #if4:

* &M T Solarwinds N-Central [1] ESET Direct Endpoint Management

e & T NinjaRMM [#] ESET Direct Endpoint Management

ERMM 5217

Remote monitoring management is run using the command line interface. The default ESET
Endpoint Antivirus installation contains the file ermm.exe located in the Endpoint application
within the directory c:\Program Files\ESET\ESET Security.

Run the Command Prompt (cmd.exe) as an Administrator and navigate to the mentioned
path. (To open Command Prompt, press Windows button + R on your keyboard, type a
cmd.exe into the Run window and press Enter.)

The command syntax is: ermm context command [options]

Also note that the log parameters are case sensitive.
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B C:AWINDOWS\systemn32\cmd.exe — O

basebd)

-L [--

--debug

+

Example: eRmm start

am Fil

ermm.exe uses three basic contexts: Get, Start and Set. In the table below you can find
examples of commands syntax. Click the link in the Command column to see the further
options, parameters, and usage examples. After successful execution of command, the
output part (result) will be displayed. To see an input part, add parameter at the of
the command.

get Get information about products
>{= 1. Get information about product
/FrliF(5 . Get information about license
I PIRES Get protection status

H&E Get logs
HHi{E R Get information about running scan
[ Get product configuration

HUIRES Get information about update
BOEIRES Get information about last activation
start Start task
Eimbi Start on demand scan
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s Start activation of product
= Start deactivation of product
B Start update of product

set Set options for product
e Set configuration to product

In the output result of every command, the first information displayed is result ID. To
understand better the result information, check the table of IDs below.

ID

Success
Command node not present "Command" node not present in input json
Command not supported Particular command is not supported

General error executing the Error during execution of command
command

4 Task already running Requested task is already running and has not
been started

Invalid parameter for command Bad user input

6 Command not executed because  RMM isn't enabled in advanced settings or isn't
it's disabled started as an administrator

ERMM JSON 4 5%

W NE=O

(64}
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s WHNE
get protection-status

Get the list of application statuses and the global
application status

Command line

ermm.exe get protection-status

Parameters
None

Example

call
{

"command":"get protection status",
”id“:l,
"version":"1"

}
result
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"id":1,

"result":{

"statuses":[{
"id":"EkrnNotActivated",

“status":2,

"priority":768,
"description":"Product not activated"

H,
"status":2,

"description":"Security alert"

}

"error":null

}
get application-info
Get information about the installed application

Command line

ermm.exe get application-info

Parameters
None

Example

call
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{

"command":"get application info",
"id":1,

"version":"1"

}

result
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“result":{

“description”:"ESET Endpoint Antiviru

"version":"6.6.2018.0",
“product”: "eea",
“lang_id":1033,

“modules”: [{

“id":"SCANNER32" ,

"description’:"Detection engine”,

“version®:*15117"

“date!

:72017-03-20"

EGASUS32",

"description”:"Rapid Response module",

“version®:"9734",

"date":"2017-03-20"

+"LOADER32",

"description”:"Update module”,

“version®:"1009",
"date":"2016-12-05"

HA

"id":"PERSEUS32",

“description”:"Antivirus and antispyware scanner module",

“version®:"1513",
"date":"2017-03-06"
He

"id": "ADVHEUR32" ,

“description’;"Advanced heuristics module",

“version®:"1176",
“date":"2017-01-16"
hi

"id":"ARCHIVER32" ,

“description®: "Archive support module*,
"version”:"1261",

“date":"2017-02-22"

hi

"id": "CLEANER32",

“description”:"Cleaner module"

"version”:"1132",
“date":"2017-03-15"
hi

"id":"ANTISTEALTH32",

“description’: "Anti-Stealth support module®,

"version”:"1106",

“date":"2016-10-17"
hi

"id":"SYSTEMSTATUS32",

“description” : "ESET SysInspector module”,

“version®:"1266",

“date":"2016-12-22"
16
"id":"TRANSLATOR32",

“description”:"Translation support module®,

“version®:"15888",

“date":"2017-03-01"
16
"id":"HIPS32",

“description”:"HIPS support module",

“version®:"1267",

“date":

2017-02-16"

ROTOSCAN32" ,
"description”: "Internet protection module”,

“version”:"1300",

"date":"2017-03-63"

+"DBLITE32",

"description’:"Database module",

“version®:"1088",

"date":"2017-01-85"

"description’:"Configuration module (33)",

“version®:"14968",

"date":"2017-03-17"

"IRIS32",

“description’:"LiveGrid communication module”,

“version®:"1022",
"date":"2016-04-01"
HAo

"id":"SAURON32"

“description’:"Rootkit detection and cleaning module",

“version®:"1006",
"date":"2016-07-15"
Ho

"id":"ssL32",

“description®:"Cryptographic protocol support module*,

“version”:"1009",

“date":"2016-12-62"

i

“error®:null



get license-info

Get information about the license of the product

Command line

ermm.exe get license-info

Parameters
None

Example

call
{

“command"”:"get license info",
"id":1,
“version":"1"

}

result
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||id|| : 1'
"result":{
Iltypell : IINFRII ,

"expiration date":"2020-12-31",

"expiration state":"ok",

"public id":"3XX-7ED-7XF",

"seat id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",

“seat name":"M"

}

"error":null

}
get logs

Get logs of the product

Command line

ermm.exe get logs --name warnlog --start-date "2017-04-04 06-00-00" --end-
date "2017-04-04 12-00-00"

Parameters

Name Value

name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog, devctrllog } : log to
retrieve

start-date start date from which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])

end-date end time until which logs should be retrieved (YYYY-MM-DD [HH-mm-SS])
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Example

call
{

"command":"get logs",

"id":1,

"version":"1",

"params":{

"name":"warnlog",

"start date":"2017-04-04 06-00-00",
"end date":"2017-04-04 12-00-00"

}

}

result
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"id":1,

"result":{

"warnlog":{

"display name":"Events",

"logs": [{

"Time":"2017-04-04 06-05-59",

"Severity":"Info",

"PluginId":"ESET Kernel",

"Code":"Malware database was successfully updated to version 15198 (20170404).",
“UserData":""

A

"Time":"2017-04-04 11-12-59",

"Severity":"Info",

"PluginId":"ESET Kernel",

"Code":"Malware database was successfully updated to version 15199 (20170404).",
“UserData":""

H

}

}

"error":null

}

get activation-status

Get information about the last activation. Result of
status can be { success, error }
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Command line

ermm.exe get activation-status

Parameters
None

Example

call
{

"command":"get activation status",
||id||:1,
"version":"1"

}

result
{

"id":1,
"result":{

"status":"success"

}

"error":null

}

get scan-info

Get information about running scan.

Command line

ermm.exe get scan-info
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Parameters
None

Example

call
{

"command":"get scan info",
"id":1,
"version":"1"

}
result
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{

"id":1,

"result":{

"scan-info":{

"scans": [{

"scan_id":65536,

"timestamp":272,

"state":"finished",

"pause scheduled allowed":false,
"pause time remain":0,

"start time":"2017-06-20T12:20:332",
"elapsed tickcount":328,

"exit code":0,

"progress filename":"Operating memory",
"progress arch filename":"",

"total object count":268,
"infected object count":0,
"cleaned object count":0,

"log timestamp":268,

"log count":0,

"log path":"C:\\ProgramData\\ESET\\ESET Security\\Logs\\eScan\\nd131494.dat",
"username":"test-PC\\test",

"process id":3616,

"thread id":3992,

"task type":2

H,

"pause _scheduled active":false

}

I

"error":null

}
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get configuration

Get the product configuration. Result of status may be
{ success, error }

Command line

ermm.exe get configuration --file C:\tmp\conf.xml --format xml

Parameters

Name Value
file  the path where the configuration file will be saved
format format of configuration: json, xml. Default format is xml

Example

call
{

"command":"get configuration",
"id":1,

"version":"1",

"params":{

“format":"xml",
"file":"C:\\tmp\\conf.xml"

}

}

result
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{
"id":1,
"result":{

"configuration":"PD94bWwgdmVyc2lvbj0iMS4w=="

}

"error":null

}

get update-status

Get information about the update. Result of status may
be { success, error }

Command line

ermm.exe get update-status

Parameters
None

Example

call
{

“command":"get update status",
"id":1,
“version":"1"

}
result

193



"id":1,

"result":{

"last update time":"2017-06-20 13-21-37",
"last update result":"error",

"last successful update time":"2017-06-20 11-21-45"

}

"error":null

}

start scan

Start scan with the product

Command line

ermm.exe start scan --profile "profile name" --target "path"

Parameters

Name Value
profile Profile name of On-demand computer scan defined in product
target Path to be scanned

Example

call
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{

"command":"start scan",
"id":1,

"version":"1",
"params":{
"profile":"Smart scan",
“target":"c:\\"

}

}

result
{

”id“:l,
"result":{

"task 1d":458752

}

"error":null

}

start activation

Start activation of product

Command line

ermm.exe start activation --key "activation key" | --offline "path to offline file"

Parameters

Name Value
key  Activation key
offline Path to offline file
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Example

call
{

"command":"start activation"
"id":1,

"version":"1",

"params":{

"key " "XXXX - XXXX - XXXX - XXXX - XXXX"

result
{

"id":1,
"result":{

}

"error":null

}

start deactivation

Start deactivation of the product

Command line

ermm.exe start deactivation

Parameters
None

Example

call
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{

"command":"start deactivation",
"id":1,
"version":"1"

}

result
{

"id":1,
"result":{

}

"error":null

}

start update

Start update of the product. Only one update may be
running in the product so in case the update is already
running, "Task already running" error code is returned

Command line

ermm.exe start update

Parameters
None

Example

call
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{

"command":"start update",
||id||:1'
"version":"1"

}

result
{

"id":1,
"result":{

b

"error":{

"id":4,

"text":"Task already running."

}
}

set configuration

Set configuration to the product. Result of status may be { success, error }

Command line

ermm.exe set configuration --file C:\tmp\conf.xml --format xml --password pass

Parameters
Name Value
file the path where the configuration file will be saved

password password for configuration
value configuration data from the argument (encoded in base64)

Example

call
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{

"command":"set configuration",
"id":1,

"version":"1",

"params":{

"format":"xml",
"file":"C:\\tmp\\conf.xml",

"password": "pass"

[
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